Traceroute is a networking tool that allows one to discover the path that packets take from a source machine, through the network, to a destination machine. It is widely used as an engineering tool, and also as a scientific tool, such as for discovery of the network topology at the IP level. In prior work, authors on this technical report have shown how to improve the efficiency of route tracing from multiple cooperating monitors. However, it is not unusual for a route tracing monitor to operate in isolation. Somewhat different strategies are required for this case, and this report is the first systematic study of those requirements. Standard traceroute is inefficient when used repeatedly towards multiple destinations, as it repeatedly probes the same interfaces close to the source. Others have recognized this inefficiency and have proposed tracing backwards from the destinations and stopping probing upon encounter with a previously-seen interface. One of this technical report's contributions is to quantify for the first time the efficiency of this approach. Another contribution is to describe the effect of non-responding destinations on this efficiency. Since a large portion of destination machines do not reply to probe packets, backwards probing from the destination is often infeasible. We propose an algorithm to tackle non-responding destinations, and we find that our algorithm can strongly decrease probing redundancy at the cost of a small reduction in node and link discovery.
Introduction
Traceroute [1] is a networking diagnostic tool natively available on most of the operating systems. It allows one to determine the path followed by a packet. Traceroute allows therefore to draw up the map of router interfaces present along the path between a machine S (the source or the monitor ) and a machine D (the destination). Traceroute has also engineering applications as it can be used, for instance, to detect routers that fail in a network. This report proposes and evaluates improvements to standard traceroute for tracing routes from a single point.
Today's most extensive tracing system at the IP interface level, skitter . SETI@home's screensaver downloads and analyzes radio-telescope data. The idea behind Dimes is to provide to the research community a publicly downloadable distributed route tracing tool. It was released as a daemon in September 2004. The Dimes agent performs Internet measurements such as traceroute and ping at a low rate, consuming at peak 1KB/sec. At the time of writing this report, Dimes counts more than 8,700 agents scattered over five continents. In the fashion of skitter, scamper [3] makes use of several monitors to traceroute IPv6 networks. Other well known systems, such as Ripe NCC TTM [6] and Nlanr AMP [7] , each employs a larger set of monitors, on the order of one-to two-hundred, but they avoid probing outside their own network. Scriptroute [8] is a system that allows an ordinary internet user to perform network measurements from several distributed vantage points. It proposes remote measurement execution on PlanetLab nodes [9] , through a daemon that implements ping, hop-by-hop bandwidth measurement, and a number of other utilities in addition to traceroute.
Recently, in the context of large-scale internet topology discovery, we have shown [10] that standard traceroute probing (such as skitter) is particularly inefficient due to duplication of effort at two levels: measurements made by an individual monitor that replicate its own work (intra-monitor redundancy), and measurements made by multiple monitors that replicate each other's work (inter-monitor redundancy). Using skitter data from August 2004, we have quantified both kinds of redundancy. We showed that intra-monitor redundancy is high close to each monitor and, with respect to intermonitor redundancy, we find that most interfaces are visited by all monitors, especially when close to destinations. We further proposed an algorithm, Doubletree, for reducing both forms of redundancy at the same time.
This technical report focuses more deeply on the intra-monitor redundancy problem. Systems that discover internet topology at IP level from a set of isolated vantage points (i.e., there is no cooperation between monitors) have interest to reduce their intra-monitor redundancy. By sending much less probes, monitors can probe the network more frequently. The more frequent snapshots you have, the more accurate should be your view of the topology. This technical report demonstrates how a monitor can act to reduce its intra-monitor redundancy.
The nature of intra-monitor redundancy suggest to start probing far from the traceroute monitor and probe backwards (i.e., decreasing TTLs), as first noticed by Govindan and Tangmunarunkit [11], Spring et al. [8] , Moors [12] and Donnet et al. [10] . However, performing backward probing from non-cooperative traceroute monitors in the context of intra-monitor redundancy has never been evaluated previously. Even if backward probing is simple to understand, it is not clear how efficient it is. This report evaluates the redundancy reduction of backward probing as well as the eventual information lost compared to standard traceroute.
Nevertheless, backward probing is based on the assumption that destinations reply to probes in order to estimate path lengths and the distance of the last hop before the destination. Unfortunately, a large set of destinations (40% in our data set) does not reply to probes, probably due to strongly configured firewalls. In this case, backward probing cannot be performed. In this report, we also propose a way to face non-responding destinations. We further propose an efficient algorithm that can handle both cases, i.e., responding and nonresponding destinations. We evaluate these algorithms in terms of intra-monitor redundancy and quantity of information lost.
The remainder of this report is organized as follows: Sec. 2 introduces the data set used throughout this technical report; Sec. 3 gives a key for reading quantile plots; Sec. 4 evaluates standard traceroute; Sec. 5 presents and evaluates separately our backward probing algorithms; Sec. 6 compares the different algorithms; finally, Sec. 7 concludes this report by summarizing its principal contributions.
Data Set
Our study is based on skitter [2] data from August 1 st through 3 rd , 2004. This data set was generated by 24 monitors located in the United States, Canada, the United Kingdom, France, Sweden, the Netherlands, Japan, and New Zealand. The monitors share a common destination set of 971,080 IPv4 addresses. Each monitor cycles through the destination set at its own rate, taking typically three days to complete a cycle. For the purpose of our studies, in order to reduce computing time to a manageable level, we worked from a limited destination set of 50,000, randomly chosen from the original set.
Visits to host and router interfaces are the metric by which we evaluate redundancy. We consider an interface to have been visited if its IP address returned by the host or router appears, at least, at one of the hops in a traceroute. Though it would be of interest to calculate the load at the host and router level, rather than at the individual interface level, we make no attempt to disambiguate interfaces in order to obtain router-level information. The alias resolution techniques described by Pansiot and Grad [13] , by Govindan and Tangmunarunkit [11] , for Mercator, and applied in the iffinder tool from Caida [14], would require active probing beyond the skitter data, preferably at the same time that the skitter data is collected. The methods used by Spring et al. [15] , in Rocketfuel, and by Teixeira et al. [16] , apply to routers in the network core, and are untested in stub networks. Despite these limitations, we believe that the load on individual interfaces is a useful measure. As Broido and claffy note [17] , "interfaces are individual devices, with their own individual processors, memory, buses, and failure modes. It is reasonable to view them as nodes with their own connections."
How do we account for skitter visits to router and host interfaces? Like many standard traceroute implementations, skitter sends three probe packets for each hop count. An IP address appears thus in a traceroute result if it appears in the replies to, at least, one of the three probes sent (but it may also appear two or three times). For each reply, we account one visit. If none of the three probes are returned, the hop is recorded as non-responding.
Even if an IP address is returned for a given hop count, it might not be valid. Due to the presence of poorly configured routers along traceroute paths, skitter occasionally records anomalies such as private IP addresses that are not globally routable. We account for invalid hops as if they were non-responding hops. The addresses that we consider as invalid are a subset of the special-use IPv4 addresses described in RFC 3330 [18] . Specifically, we eliminate visits to the private IP address blocks 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16. We also remove the loopback address block 127.0.0.0/8. In our data set, we find 4,435 different special addresses, more precisely 4,434 are private addresses and only one is a loopback address. Special addresses account for approximately 3% of the entire set of addresses seen in this trace. Though there were no visits in the data to the following address blocks, they too would be considered invalid: the "this network" block 0. 
Description of the Plots
In this report, we plot interface redundancy distributions. Since these distributions are generally skewed, quantile plots give us a better sense of the data than would plots of the mean and variance. There are several possible ways to calculate quantiles. We calculate them in the manner described by Jain [19, p. 194] , which is: rounding to the nearest integer value to obtain the index of the element in question, and using the lower integer if the quantile falls exactly halfway between two integers. A dot marks the median (the 2 nd quartile, or 50 th percentile). The vertical line below the dot delineates the range from the minimum to the 1 st quartile, and leaves a space from the 1 st to the 2 nd quartile. The space above the dot runs from the 2 nd to the 3 rd quartile, and the line above that extends from the 3 rd quartile to the maximum. Small tick bars to either side of the lines mark some additional percentiles: bars to the left for the 10 th and 90 th , and bars to the right for the 5 th and 95 th .
In the case of highly skewed distributions, or distributions drawn from small amounts of data, the vertical lines or the spaces between them might not appear. For instance, if there are tick marks but no vertical line above the dot, this means that the 3 rd quartile is identical to the maximum value.
In the figures, each quantile plot sits directly above an accompanying bar chart that indicates the quantity of data upon which the quantiles were based. For each hop count, the bar chart displays the number of interfaces at that distance. For these bar charts, a log scale is used on the vertical axis. This allows us to identify quantiles that are based upon very few interfaces (fewer than twenty, for instance), and so for which the values risk being somewhat arbitrary. 
Standard Traceroute
Our basis for comparison is the results from the standard forward tracing algorithm implemented in traceroute. All monitors operate from a set of common destinations, D. Each monitor probes forward starting from TTL=1 and increasing the TTL hop by hop towards each of the destinations in D in turn. As it probes, a monitor i updates the set, S i , initially empty, of interfaces that it has visited.
Evaluating redundancy in the standard traceroute was already published in an authors' SIGMETRICS 2005 paper [10] . For comparison reasons in the next sections of this report, we summarize in this section our redundancy evaluation of standard traceroute. Interested readers might find plots for the 22 other skitter monitors in our technical report [20] . Looking first at the histograms for interface counts (the lower half of each plot), we find data consistent with distributions typically seen in such cases. If we were to look at a plot on a linear scale (not shown here), we would see that these distributions display the familiar bell-shaped curve typical of internet interface distance distributions [21] . If we concentrate on champagne, we see that it discovers 92,354 unique and valid IP addresses. The interface distances are distributed with a mean at 17 hops corresponding to a peak of 9,135 interfaces that are visited at that distance.
The quantile plots show the nature of the redundancy problem. Looking at how the redundancy varies by distance, we see that the problem is worse the closer one is to the monitor. This is what we expect given the treelike structure of routing from a monitor, but here we see how serious the phenomenon is from a quantitative standpoint. For the first two hops from each monitor, the median redundancy is 150,000. A look at the histograms shows that there are very few interfaces at these distances. Just one interface for arin, and two (2 nd hop) or three (3 rd hop) for champagne. These close to the monitor interfaces are only visited three times, as represented by the presence of the 5 th and 10 th percentile marks (since there are only two data points, the lower values point is represented by the entire lower quarter of values on the plot).
Beyond three hops, the median redundancy drops rapidly. By the eleventh hop, in both cases, the median is below ten. However, the distributions remain highly skewed. Even fifteen hops out, some interfaces experience a redundancy on the order of several hundred visits. With small variations, these patterns are repeated for each of the monitors.
Backward Tracing
As seen and discussed in Sec. 4, the most worrisome feature of redundancy in a standard measurement system is the exceptionally high number of visits to the median interfaces close in to the monitor. Also of concern is the heavy tail of the distribution at more distant hop counts, with a certain number of interfaces consistently receiving a high number of visits. Our approach here is to tackle the first problem head-on, and then to see if the second problem remains.
The large number of visits to nodes close in to a monitor is easily explained by the tree-like or conal structure of the graph generated by traceroutes from a single monitor, as described by Broido and claffy [17] . There are typically only a few interfaces close to a monitor, and these interfaces must therefore be visited by a large portion of the traceroutes. The solution to this problem is simple, at least in principle: these close in interfaces must be skipped most of the time.
Traceroute works forward from source to destination. Its first set of probes goes just one hop, its second set goes two, and so forth. It would seem that the best way to reduce intra-monitor redundancy is to start further out and probes backward, i.e., decreasing TTLs. Govindan and Tangmunarunkit [11] do just this in the Mercator system. Using a probing strategy based upon IP address prefixes, Mercator conducts a check before probing the path to a new address that has a prefix P . If paths to an address in P already exist in its database, Mercator starts probing at the highest hop count for a responding router seen on those paths. No results have been published on the performance of this heuristic, though it seems to us an entirely reasonable approach in light of our data.
The Mercator heuristic requires that a guess be made about the relevant prefix length for an address. That guess is based upon the class that the address would have had before the advent of classless inter-domain routing (CIDR) [22] . In this technical report, we have tested a number of simple heuristics that do not require us to hazard such a guess.
Our algorithms work backwards. As illustrated in Fig. 3 , a monitor sends its first probes to the destination, its second to one hop short of the destination, and so forth. Now arises the question of when to stop backward probing. Based on the tree-like structure of routes emanating from a single point (i.e., the traceroute source), we choose a stopping rule based on the set of interfaces previously encountered. A monitor will stop backward probing when an already visited interface is encountered. The only redundancy such a strategy should produce would be on interfaces that are branching points in paths between a monitor and its destinations. A backward probing scheme uses the set, S i , of interfaces that a monitor i has visited. In early probing, S i will have few elements, and so paths should be traced from the destination almost all the way back to the monitor. Later probing should terminate further and further out, as more and more interfaces are added to S i .
There are practical problems with a strategy of back-wards probing. They arise because of inherent flaws with methods for establishing the number of hops from a monitor to a destination. These methods rely upon the sending of a ping packet (or a scout packet, following Moors' terminology [12]), and the examination of the time to live (TTL) value in the IP packet that the destination returns. Various heuristics have been described, by Templeton and Levitt [23] , Jin et al. [24] , Moors [12] and Beverly [25] , to guess the original TTL (typically one of a few standard values) based upon the observed value, and thus to guess the hop count from destination to monitor. While these heuristics have been shown to work well, the most serious problem is that they cannot work when the destination does not reply, as is often the case (40.3% in our data). In such a case, a system that takes a backwards probing approach will ideally start from the most distant interface that responds with an ICMP "TTL expired" packet when discarding a hoplimited probe. In practice, this might take some search to locate, adding redundancy. Furthermore, as established by Paxson [26] based upon data from 1995, and confirmed with data from 2002 by Amini et al.
[27], a considerable number of paths in the Internet are asymmetric: most recently almost 70%. This is a less serious problem, however, as the differences in routing often do not translate into considerable differences in hop count. Paxson's work indicated that differences in one or two hops were typical. For the purposes of our simulations we assume that, if a destination does reply to a ping, the system thereby learns the correct number of hops on the forward path.
Pure Backwards
We simulate an algorithm for backwards probing in which the most distant responding interface is assumed to be known a priori. Called pure backward probing, this algorithm is unrealistic because of its assumption. However, its performance sets a benchmark.Against that algorithm, we later compare algorithms that use only information that is actually available to a monitor. Fig. 4 shows redundancy for monitors running the pure backwards algorithm 1 . We notice a significant drop in comparison to the redundancy in straightforward tracerouting shown in Fig. 2 . The median drops for the close interfaces, and the distribution tails are significantly shortened overall. However, Figs. 4(a) and 4(b) show still high redundancy for interfaces located one hop from the traceroute source.
We hypothesize that these remanent high redundancies close to the monitors are caused by the existence of firewalls or gateways that either do not permit probes to pass through them, or do not permit replies to return.
1 Plots for others monitors can be found in an appendix at the end of this report. If the destination addresses are invalid, these interfaces could also be default free routers. Under pure backwards probing, a node situated immediately in front of such a device, whatever it might be, will be visited again and again, for each destination that lies beyond, thus resulting in a high visit count for one of its interfaces. Without any further knowledge, the actual cause of such high redundancy under backwards probing remains for us an open question.
However, Figs. 4(a) and 4(b) show that maximum redundancies are in the thousands, rather that the hundreds of thousands as before. Furthermore, median values are a little higher than with standard traceroute. The strong drop in redundancy close to the monitor thus comes at the expense of some increased redundancy further out. The overall effect is one of smoothing the load.
There are costs associated with this drop in redundancy. We measure these in terms of the number of interfaces missed, using the set S i of interfaces visited by the standard algorithm as the reference. For the pure backwards algorithm, the numbers missed are relatively small, as shown in Table 7. Table 7 gives also the cost in term of links missed by the pure backwards algorithm.
Interfaces will necessarily be missed in backwards probing when a hard and fast rule is applied that requires probing to stop once an already visited interface is encountered. Any routing change that might have taken place between the monitor and that interface will go unnoticed. A routing system that adopts a backwards probing algorithm should also adopt a strategy for periodically reprobing certain paths, so as not to miss such changes entirely. So long as the portion of interfaces missed is small, we believe that the development of such a reprobing strategy can be left to future work.
Ordinary Backwards
The ordinary backwards algorithm works in much the same way as perfect backwards, but it is a more realistic algorithm. Just as with pure backwards, when a destination responds, the monitor starts probing backwards from the destination until an already visited interface is met. However, when a destination doesn't reply, the monitor, since it cannot know a priori the most distant responding interface along the path, gives up probing for this particular destination altogether. This is the first of two building blocks that will be used by the algorithm presented in Sec. 5.4, and is not intended to be used in isolation.
Approximately 40% the traceroutes in our data set terminate in a non-responding destination. What does this mean in terms of interfaces that are missed? Table 2 shows the costs of not probing these paths combined with the early stopping that is in any case associated with backwards probing. What is remarkable to note is that, compared to perfect backwards probing, ordinary backwards probing only misses an additional 16% of interfaces. Fig. 5 shows trends very similar to those observed with perfect backwards probing, but some high values are no longer present.
Searching
If we are to use ordinary backwards probing as one element of a larger probing strategy, we need a second element to handle destinations that do not respond. Since the last responding interface on a path to such a destination cannot be known a priori, the monitor must search Our algorithm, labeled searching, now sends its initial probe with a TTL value h. If it receives a response, it continues to probe forwards, to TTLs h + 1, h + 2, and so forth. When the farthest responding interface is found, probing resumes from TTL h − 1, and probes backwards, to TTLs h − 2, h − 3, and so back. If, at any point, a monitor i visits an interface that is in its set S i of interfaces already viewed, probing for that destination stops. The working of the searching algorithm is illustrated in Fig. 6 , where h = 3 and R 5 being the last responding interface.
If the algorithm is supposed to start probing from a midpoint h in the network, we have to decide which value give to h. Figure 6: Searching algorithm with h = 3
Figure 7: Incomplete paths distribution thors of this report, is a cooperative and efficient algorithm for large-scale topology discovery. Each Doubletree monitor starts probing at some hop h from itself, performing forwards probing from h and backwards probing from h − 1. The value h is fixed by each monitor according to its probability p of hitting a destination with the very first probe sent. This choice is driven by the risk of probing looking like a distributed denial-ofservice (DDoS) attack. Indeed, when probes sent by multiples monitors converge towards a given destination, the probe traffic might appear, for an end-host, as a DDoS attack. Doubletree aims to minimize this risk and, therefore, each monitor chooses an appropriate h value.
In this report, we are not interested in large-scale distributed probing, i.e., from a large set of monitors that cooperate when probing towards a large set of destinations. We consider that each monitor works in isolation of others. It does not make sense to choose the h value like Doubletree does. Fig. 7 shows the incomplete paths distribution, i.e., the distance distribution of the last responding hop when a traceroute does not terminate by hitting the destination. Such a case occurs in approximately 40% of the traceroutes in our dataset. We propose that each monitor tunes its h value with the mean hop count for its incomplete traceroutes. A monitor can easily evaluates its own h value by performing a small number of standard traceroutes.
In the special case where there is no response at distance h, the distance is halved, and halved again until there is a reply, and probing continues forwards and backwards from that point.
Our results in Fig. 8 indicate that low redundancy can be achieved. We tested the heuristic algorithm using only those traceroutes for which the destination does not respond.
However, we notice that close to the monitor, in the fashion of the pure backwards algorithm (see Fig. 4 ), the redundancy is still high. We believe that this is caused by very short paths for which the last responding interface is close to the monitor. For those paths, there is a high probability that sending the first probe at h hops to the monitor will corresponds a non-response. The h value will be divided by two, again and again, until reaching a responding interface that will be located close to the monitor, increasing therefore the redundancy of such interfaces.
Searching Ordinary Backwards
In this section, we study a comprehensive strategy for reducing probing redundancy. We employ ordinary backwards probing, along with the heuristic algorithm This algorithm is called searching ordinary backwards. Fig. 9 shows redundancy reduction similar to that obtained with the other algorithms examined so far. Table 3 shows the interfaces and links missed when probing with the searching ordinary backwards algorithm. Table 3 indicates that the numbers of missed interfaces are a bit smaller (this is specially true for arin) than with the supposedly pure backwards algorithm, a surprising fact which will be explained in the next section. Table 4 giving the mean over the 24 monitors.
Algorithms Comparison
Our goal is to avoid both redundancy and missed interfaces as much as possible, however there is a tradeoff between the two. Extremes are represented by the standard traceroute, which by definition misses no interfaces, but has high average redundancy, and by the heuristic algorithm which, having been applied to just those traceroutes for which the destination did not respond, necessarily misses a large number of interfaces.
We see that the ordinary backwards provides the lowest redundancy but, as it is applied on only respond- 
Conclusion
This technical report addresses the area of efficient probing in the context of traceroute monitors working in isolation from each others. Prior work stated that standard traceroutes are particularly inefficient by repeatedly reprobing the same interfaces close to the monitor. The solution to this redundancy problem is, at least in principle, simple: those interfaces close to the monitor must be skipped most of the time. It seems that the best way to achieve this solution is to probe backwards from the destinations and stop when encountering a previously seen interface.
In this report, we perform the first careful study of the efficiency of backwards probing, by evaluating it in terms of redundancy reduction and information lost.
Nevertheless, we state that a pure backwards probing algorithm is unrealistic as it is based on the assumption that destinations reply to probes. We therefore propose an algorithm that searches for the last responding interface. The key idea of this algorithm is to start probing at some hop h from the monitor, probe forwards from h until the last responding interface and, then, probe backwards from h − 1 until reaching an already discovered interface.
We finally propose a realistic algorithm that can handle both cases, i.e., responding and non-responding des- tinations. We evaluate this algorithm and state that it is capable of reducing probe traffic by a factor of 10, while only missing 4% of the interfaces discovered by a standard traceroute.
As a future work, we aim to provide to the research community an implementation of the algorithms discussed in this report. A Pure Backwards 
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